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Last year, University of California, Berkeley became the first university to release a
transparency report of all non-consensual electronic data requests made by government
officials. Privacy advocates lauded the release as a bold move toward greater transparency,
although a few statistics were missing from the report. Transparency reports of electronic
data requests are common for major communications and technology companies, but
universities, which often act as small internet service providers, have yet to embrace
transparency. Security activists are calling on universities to develop their own
transparency reports, but it is important to understand what information these reports are
not reporting. Berkeley’s transparency report excluded subpoenas with gag orders, the now
infamous FISA court requests, and one of the more furtive methods of government
surveillance, National Security Letters (NSLs).

In December 2015, Nicholas Merrill won an eleven-year legal battle over a single NSL. In
2004, the FBI issued the NSL to Merrill, the owner of Calyx Internet Access, requesting
information on a customer. Like almost all NSLs, the request included an indefinite gag
order. Merrill filed suit against the request in 2004 and engaged in a series of appeals for
over a decade. In 2010, Merrill was able to reveal his identity in the case and last
December, the court ruled Merrill could release the un-redacted NSL request, finally
shedding light on the exact nature of the letter sent to Merrill.

The FBI began issuing NSLs in 1986, following an amendment to the Right to Financial
Privacy Act, which permitted NSLs to obtain financial records for foreign
counterintelligence matters. The FBI's authority was expanded by Section 505 of the
PATRIOT Act in 2001. Now, NSLs provide a means of requesting information without
authority from a court or suspicions of anyone associated with the individual under
investigation. The number of NSL requests rose from fewer than 9,000 in 2000 to 39,000 in
2003, approximately. The FBI is required to provide Congress with a semiannual account of
NSL requests, reporting 400,000 requests between 2003 and 2011, according to the DO]J
Inspector General’s 2014 report. The Inspector General’s report also noted that the
percentage of US citizens investigated through NSLs steadily rose from 39% in 2003 to 63%
in 2009.

NSL requests are officially restricted to non-content information. The scope of acceptable
requests includes “transactional information” like merchandise orders, phone numbers, IP
addresses, and screen names connected with an account. NSLs can request email addresses


https://bconnected.berkeley.edu/privacy-security/uc-berkeley-bconnected-transparency-report
http://www.theguardian.com/us-news/2015/sep/17/fbi-national-security-letters-nick-merrill-surveillance
https://oig.justice.gov/special/s0703b/final.pdf
https://oig.justice.gov/special/s0703b/final.pdf
https://oig.justice.gov/reports/2014/s1408.pdf
https://oig.justice.gov/reports/2014/s1408.pdf
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“associated” with the individual under investigation’s email accounts, which includes
anyone who has sent emails to or received emails from the individual. While the content of
emails is not available, an individual’s network is fair game. At the same time, the official
restrictions placed on NSL requests do not always align with the practice of issuing
requests.

The Merrill case provided a glimpse at the disparity between sanctioned and requested
information. In the recently released NSL request attachment, the FBI asked Merrill to
provide web history, IP addresses of anyone in contact with the individual, and a radius log,
which Merrill believes implied cell phone positioning. The final request was for “any other
information which [Merrill] considers to be an electronic communication transactional
record.”

The oblique wording could certainly cause confusion about what records the FBI is
requesting. The 2014 Office of the Inspector General (OIG) sample review found 19 out of
165 NSLs returned data not sanctioned by NSL statutes. In 17 of the 19 cases, the FBI did
not attempt to remedy the unlawful information. The OIG suggested that even agents
themselves might not have been aware of what types of data they could collect.

Several incidents in recent years typify the potential overreach allowed through NSL
requests. First, the DOJ Inspector General reported an incident of the FBI using an NSL
request to gather data after a court denied a subpoena for the same information. Second,
the FBI used NSLs to gather data on reporters for the New York Times and the Washington
Post.

Target and data overreach are not the only potential threats of NSL usage. In the first few
years following the PATRIOT Act’s passage, hasty execution led to rampant errors in NSL
procedures, reporting, and appropriate use. The 2014 OIG report states that many errors
have been mitigated with the development of a subsystem for handling NSL requests, but
the report still found filing errors in 52% of the NSL cases sampled, including 28 missing
NSLs.

Given the opaque nature of NSL requests, it is difficult to determine whether requests are
even effective. OIG cited examples of NSL requests providing relevant information to FBI
cases in the second NSL report. However, OIG did not compare the effectiveness of NSL
requests over measures with more transparent information request methods like subpoenas.
Without more transparency, the use of NSL requests amounts to an investigative shortcut at
the cost of civilian privacy.



http://isp.yale.edu/sites/default/files/page-attachments/merrill_v._lynch_-_unredacted_attachment_to_2004_nsl.pdf
https://oig.justice.gov/special/s0803b/final.pdf
http://www.politico.com/blogs/media/2014/02/barton-gellman-aware-of-legal-risks-183998
http://www.politico.com/blogs/media/2014/02/barton-gellman-aware-of-legal-risks-183998
https://oig.justice.gov/special/s0703b/final.pdf
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In early 2014, technology and communications companies successfully lobbied for
permission to publicly report the number of NSL requests, although they are limited to only
providing a range of requests, not specific numbers. The range, typically reported as 0-999,
obfuscates an exact understanding of the extent. Google stated that NSL and FISA requests,
warrants issued by a special court to investigate foreign entities within the country,
increased 250% between 2009 and 2014. Given that FISA requests are usually single
requests for thousands of individuals, the rise explicates the increase of NSL requests.

In 2015, the USA Freedom Act was passed a day after the PATRIOT Act expired. The Act
notably requires the FISA court to make public any significant cases, which could
potentially provide more transparency to the notoriously hidden surveillance mechanism.
National Security Letters received less reform: Congress revised the guidelines for NSLs so
the gag order would expire three years after issuance or at the conclusion of an
investigation, but this change still firmly places control of the release of information in the
issuer’s hands.

The number of surveillance tools in the hands of government agencies does not appear to be
shrinking. All OIG reports indicate that the FBI now views NSLs as a “crucial” tool for
investigation. With each new allowance, the public must understand that going forward
means rarely going back. The OIG reports note only a single period of decreased NSL use
between 2007 and 2009, which agents explained as a reaction to an increased scrutiny of
the agency’s use of NSLs. Consistent inspection of these covert methods is the only way to
prevent misapplication, but the public cannot monitor what it does not see.

UC Berkeley’s transparency report should be commended, but only as a step in the right
direction. In some sense, the transparency report inaccurately represents the prevalence of
government inquiry; one of the most utilized tools is not legally reportable. Berkeley’s
transparency notes there is missing data, but is unable to explain the extent of that data.
Current transparency reports are essentially not transparent. Universities that decide to
disclose similar reports need to actively combat the illusion of transparency such reports
create.



http://googlepublicpolicy.blogspot.co.uk/search/label/Government%20Transparency
https://www.fletc.gov/sites/default/files/imported_files/training/programs/legal-division/downloads-articles-and-faqs/research-by-subject/miscellaneous/ForeignIntelligenceSurveillanceAct.pdf
https://www.leahy.senate.gov/press/at-a-glance-summary-the-usa-freedom-act-leahy-sensenbrenner
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